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What is Identity Theft ?
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RFID & EMV 
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RFID: Radio Frequency Identification

Sends information by radio signal to  
reflect back data from the chip.

No touch “Air to Air” 
transaction.

Criminals may deploy RFID readers in 
laptop cases to steal data.
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EMV Chip card is inserted into 
reader, not swiped.

Mag strip remains on the back.

EMV Chip is securely 
embedded into the card.

EMV: Europay-Mastercard-Visa
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Visa stated that due                       
to EMV chip cards; 
counterfeit card fraud                    
is down 52% at EMV 
enabled stores. 
    -USA Today Feb. 6, 2017  
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How information 
is obtained
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Carelessness

▪ Information left in open view.

▪ Failure to shred documents.

▪ Shoulder surfing.

▪ Unsecured mail.
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Theft
▪ Pickpocket or stolen wallet.

▪ It’s stolen from a trusted source.

▪ Computer hacking.

▪ Burglary
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Scams
▪ Charitable Contributions

▪ Lottery/Sweepstakes Winner

▪ Family Emergency/Financial Assistance

▪ Credit Card/Bank Account Verification

▪ Pharmacy/Healthcare Call

▪   Government Grants/Credit Repair Services
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Scams

▪ IRS – you are under arrest 

▪ COVID-19 

▪ Romance – “Keyboard Cassanova”

▪   Your computer has a virus  
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Spoofing Caller ID

Visa 
800-402-7500

Visa Security



IDENTITY THEFT: What You Need To Know.

www.attorneygeneral.gov                                                                                                            1-717-787-3391

TECHNOLOGY
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Skimmers
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Skimmers

http://shieldyourpin.org/photos/skimmer-photos/
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Skimmers
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Skimmers
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Skimmers
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Gas Pump Skimmers

• Use Pumps closest to the door 
• Use Pumps in view of store clerk 
• Never use a debit card 
• Smart phone to check for blue tooth skimmer 
– Go to setting 
– To Bluetooth 
– See if something is trying to pair with your phone
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6 Steps to protect your ID

▪ Keep Personal Data Private

▪ Opt-In to Two factor Authentication

▪ Say NO to SSN  Authentication 

▪ Sign up for Account Alerts everywhere

▪ Place a security freeze

▪ If fraud is suspected, act quickly 
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Cyber Do’s & Don’ts

▪ DO create unusual passwords 
▪ DO have updated firewalls & security software 

▪ DON’T open e-mail from users you don’t know 

▪ DON’T complete forms / surveys on sites 
▪ DON’T follow links on sites you don’t know  

▪ DON’T provide personal information to anyone 
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Fake websites
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If you are a victim

▪ Contact Police

▪Immediately Close All Accounts

▪Open New Accounts with Different PIN

▪Contact OAG , Report to FTC & Social Security

▪Start a secure file of all correspondences

▪Place a “Fraud Alert” on your credit reports
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Internet Crime Complaint Center (IC3)

ic3.gov
To file a complaint, go to: 
http://www.ic3.gov/complaint/default.aspx
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www.annualcreditreport.com 

Toll Free 1-877-322-8228 

Annual Credit Report Request Service 
 P.O. Box 105283 
 Atlanta, GA  
 30348-5283


